
RAT Test Run

Question 1: A NAT router:

A creates new TCP connections from the internal network in
order to reach the Internet with a public IP address

B typically connects to the Internet on one side and to an
internal network on the other

C allows a connection generated in the outside world to
reach an internal network

D typically connects to the Internet on one side and to public
IP addresses on the other

Question 2: Considering the following picture and assum-
ing an existing connection between server1-phone1 and server2-
phone2, which statement is correct?
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NAT still works for some traffic without port numbers, such as network pings, though the above table is then
not quite the whole story. See 7.11 Internet Control Message Protocol.

Done properly, NAT improves the security of a site, by making it impossible for an external host to probe or
connect to any of the internal hosts. While this firewall feature is of great importance, essentially the same
effect can be achieved without address translation, and with public IPv4 addresses for all internal hosts, by
having the router refuse to forward incoming packets that are not part of existing connections. The router
still needs to maintain a table like the NAT table above, in order to recognize such packets. The address
translation itself, in other words, is not the source of the firewall security. That said, it is hard for a NAT
router to “fail open”; ie to fail in a way that lets outside connections in. It is much easier for a non-NAT
firewall to fail open.

For the common residential form of NAT router, see 7.10.1 NAT, DHCP and the Small Office.

7.7.1 NAT Problems

NAT router’s refusal to allow inbound connections is a source of occasional frustration. We illustrate some
of these frustrations here, using Voice-over-IP (VoIP) and the call-setup protocol SIP (RFC 3261). The
basic strategy is that each phone is associated with a remote phone server. These phone servers, because
they have to be able to accept incoming connections from anywhere, must not be behind NAT routers. The
phones themselves, however, usually will be:

InternetNAT1 NAT2

Server2

Server1

phone1 phone2 

For phone1 to call phone2, phone1 first contacts Server1, which then contacts Server2. So far, all is well.
The final step is for Server2 to contact phone2, which, however, cannot be done normally as NAT2 allows
no inbound connections.

One common solution is for phone2 to maintain a persistent connection to Server2 (and ditto for phone1 and
Server1). By having these persistent phone-to-server connections, we can arrange for the phone to ring on
incoming calls.

As a second issue, somewhat particular to the SIP protocol, is that it is common for server and phone to
prefer to use UDP port 5060 at both ends. For a single internal phone, it is likely that port 5060 will pass
through without remapping, so the phone will appear to be connecting from the desired port 5060. However,
if there are two phones inside (not shown above), one of them will appear to be connecting to the server
from an alternative port. The solution here is to have the server tolerate such port remapping.

VoIP systems run into a much more serious problem with NAT, however. Once the call between phone1
and phone2 is set up, the servers would prefer to step out of the loop, and have the phones exchange voice
packets directly. The SIP protocol was designed to handle this by having each phone report to its respective
server the UDP socket (xIP address,porty pair) it intends to use for the voice exchange; the servers then
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A server2 can create a P2P connection with phone1 with the
support of server1.

B server2 can create a P2P connection with phone1 with the
support of phone2.

C phone1 can create a P2P connection with phone2.
D server2 can create a P2P connection with phone1.

Question 3: Considering the following picture and assum-
ing no connection has been made yet, which statement is cor-
rect?
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NAT still works for some traffic without port numbers, such as network pings, though the above table is then
not quite the whole story. See 7.11 Internet Control Message Protocol.

Done properly, NAT improves the security of a site, by making it impossible for an external host to probe or
connect to any of the internal hosts. While this firewall feature is of great importance, essentially the same
effect can be achieved without address translation, and with public IPv4 addresses for all internal hosts, by
having the router refuse to forward incoming packets that are not part of existing connections. The router
still needs to maintain a table like the NAT table above, in order to recognize such packets. The address
translation itself, in other words, is not the source of the firewall security. That said, it is hard for a NAT
router to “fail open”; ie to fail in a way that lets outside connections in. It is much easier for a non-NAT
firewall to fail open.

For the common residential form of NAT router, see 7.10.1 NAT, DHCP and the Small Office.

7.7.1 NAT Problems

NAT router’s refusal to allow inbound connections is a source of occasional frustration. We illustrate some
of these frustrations here, using Voice-over-IP (VoIP) and the call-setup protocol SIP (RFC 3261). The
basic strategy is that each phone is associated with a remote phone server. These phone servers, because
they have to be able to accept incoming connections from anywhere, must not be behind NAT routers. The
phones themselves, however, usually will be:

InternetNAT1 NAT2

Server2

Server1

phone1 phone2 

For phone1 to call phone2, phone1 first contacts Server1, which then contacts Server2. So far, all is well.
The final step is for Server2 to contact phone2, which, however, cannot be done normally as NAT2 allows
no inbound connections.

One common solution is for phone2 to maintain a persistent connection to Server2 (and ditto for phone1 and
Server1). By having these persistent phone-to-server connections, we can arrange for the phone to ring on
incoming calls.

As a second issue, somewhat particular to the SIP protocol, is that it is common for server and phone to
prefer to use UDP port 5060 at both ends. For a single internal phone, it is likely that port 5060 will pass
through without remapping, so the phone will appear to be connecting from the desired port 5060. However,
if there are two phones inside (not shown above), one of them will appear to be connecting to the server
from an alternative port. The solution here is to have the server tolerate such port remapping.

VoIP systems run into a much more serious problem with NAT, however. Once the call between phone1
and phone2 is set up, the servers would prefer to step out of the loop, and have the phones exchange voice
packets directly. The SIP protocol was designed to handle this by having each phone report to its respective
server the UDP socket (xIP address,porty pair) it intends to use for the voice exchange; the servers then
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A phone2 cannot directly contact server1
B phone1 cannot directly contact server2
C phone1 can directly contact phone2
D phone2 cannot directly contact phone1

Question 4: Consider the following options and select the
one that could serve as a fully functional NAT forwarding table
(remote or destination).

A a remote host address, a remote port, an inside port
B a remote host address, an inside host address, an inside

port
C a remote port, an outside source port, an inside port
D a remote host address, a remote port, an outside source

port, an inside host address, an inside port

Question 5: A typical DHCP lease for a standard network
configuration (i.e. capable of connecting to normal Internet ser-
vices) contains:

A different fields depending on the DHCP lease negotiation
B an IP address, a subnet mask, a default router and a DNS

server
C an IP address and a subnet mask
D an IP address, a subnet mask and a default router

Question 6: Assume (CIDR) IPv4 address 223.1.2.0/xx. If we
need about 500 IP addresses available for hosts and router in-
terfaces in our network, what is the largest value we can use
for xx?

A 26
B 23
C 25
D 24

Question 7: DHCP leases:

A remain the same for each host, even if they expire
B can last only for 3600 seconds and then expire
C expire to allow recycling unused IP addresses
D never expire because they are periodically renewed

Question 8: Considering the subnet address 10.12.4.32/28,
which option is correct?

A The mask of this subnet can be represented as
255.255.255.0

B This subnet includes 16 IP addresses (14 hosts), from
10.12.4.32 to 10.12.4.47

C This subnet includes 32 IP addresses (30 hosts), from
10.12.4.0 to 10.12.4.31

D The mask of this subnet can be represented as
255.255.255.128

Question 9: Considering the differences between IPv4 and
IPv6 select the correct option:

A IPv6 fragments must be reassembled at each network ele-
ment before the datagram can be forwarded, while in IPv4
they are reassembled at the destination host.

B Despite increasing the address space from 32 to 128 bit ad-
dresses, IPv6 processing at routers can be faster than IPv4
because of its fixed length header among other changes.

C Despite its fixed length header and other changes, IPv6
processing at routers is slower because of its increased ad-
dress space from 32 to 128 bit addresses.

D IP fragmentation and checksums can be found both in
IPv4 and IPv6 versions.



Question 10: In order to obtain a DHCP lease, a newly arriv-
ing client will:

A broadcast Discovery and Request message (the others are
optional)

B use a dedicated pair of ports for its client/server connec-
tion (i.e. a unique pair)

C trigger a Discovery, an Offer, a Request and an Acknowl-
edgement message exchange

D require a known IP address of a DHCP server in the net-
work


